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The TLS 1.3 Full Handshake

ETH:zurich
(simplified)

ClientHello: n¢
+ClientKeyShare: g*

ServerHello: ng
+ServerKeyShare: g¥

ServerCertificate: pks
ServerCertificateVerify: Sign(sks,transcript)
ServerFinished: HMAC(fks, transcript)

ClientCertificate: pkc
ClientCertificateVerify: Sign(skc,transcript)
ClientFinished: HMAC(fkc, transcript)

NewSessionTicket: ticket
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The TLS 1.3 PSK/Resumption Handshake

ETH:zrich

(simplified)

ClientHello

. ’ PSK <« Dec(sk, ticket) ‘
+ClientPreSharedKey: ticket

tkorTT < > tkorTT

ServerHello
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Puncturing to the rescue...

ETH:zrich

» What if we could “forget” the ability to decrypt a ticket after using it?

> Aviram, Gellert, Jager (2019): “Session resumption protocols & fs TLS 1.3"
» idea: use sk in Puncturable PRF + combine with AEAD

Puncturable PRF (PPRF)
> KeyGen() % sk
» Eval(sk,x) = y/L

> Punc(sk, x) — sk [sko:)] {Sk01§[5k10] (ska)

July 13, 2022 | Forward-secure 0-RTT Key Exchange from Puncturable Key Wrapping | SKECH Felix Giinther 4



Puncturing to the rescue...

ETH:zrich

» What if we could “forget” the ability to decrypt a ticket after using it?

> Aviram, Gellert, Jager (2019): “Session resumption protocols & fs TLS 1.3"
» idea: use sk in Puncturable PRF + combine with AEAD

Puncturable PRF (PPRF)
> KeyGen() % sk
» Eval(sk,x) = y/L

> Punc(sk, x) — sk [sko:)] {Sk01§[5k10] (ska)

July 13, 2022 | Forward-secure 0-RTT Key Exchange from Puncturable Key Wrapping | SKECH Felix Giinther 4



Puncturing to the rescue...

ETH:zrich

» What if we could “forget” the ability to decrypt a ticket after using it?

> Aviram, Gellert, Jager (2019): “Session resumption protocols & fs TLS 1.3"
» idea: use sk in Puncturable PRF + combine with AEAD

Puncturable PRF (PPRF)
> KeyGen() % sk
» Eval(sk,x) = y/L
» Punc(sk, x) — sk’ y S K4

(o) {shor  {skoo: (SRa)
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Forward-secure Resumption

from PPRF+AEAD [AGJ] ETHziirich

(simplified)

ctr < ctr+1

K « Eval(sk, ctr)
C « Enc(K, PSK)
ticket « (ctr, C)

NewSessionTicket: ticket

K <+ Eval(sk, ctr)

ClientHello PSK < Doc(K. C
+ClientPreSharedKey: ticket o« (—(;unce(cs(k étrg
tkORTT < L > tkORTT
ServerHello

v forward security: through PPRF puncturing
» meta data: tickets now possibly linkable, via counters
> is there a more general perspective?
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Puncturable Key Wrapping

Syntax e .
o ETH:iirich

> idea: merge classical key wrapping (Rogaway-Shrimpton, 2006)
with puncturable encryption (Green-Miers, 2015)

Puncturable Key Wrapping (PKW) PKW[PPRF,AEAD]
$ KeyGen():
> KeyGen() = sk i Return PPRF.KeyGen()
» Wrap(sk, T,H,K) — C/L Wrap(skypr g, T H, K):
» Unwrap(sk, T, H,C) = K/ L » Skgead < PPRF.Eval(skyp s, T)
» Punc(sk, T) — sk’ . C « AEAD Enc(skgeqa, T, H, K)
+ Return C
Punc(skppr g, T):
Remarks:

o sk! ¢ < PPRF.Punc(skpprf, T)
> puncturing on tags T, for now: think nonce o Return sk’

pprf
but may subsume multiple ciphertexts/keys
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Puncturable Key Wrapping
Security

ETH:zrich

> ex.: confidentiality

> we also define integrity
and some further properties

find$-cpa
Game Gpyy ™ (A),| Gpgw

Gfinde-rcpa(A) ‘:

1 b<«s${0,1}; u<+0
2 b* s A()
s Return b* =b

NEwW():
4 ut+
s sky s KeyGen()
6 SPT,us S$T. 1> ST 1

7 corry < falsc

WraAP(i, T, H, K):
s If TeSt ,; thenreturn
s C <« Wrap(sk;, T, H, K)
0 S (T)

1+ Return C

Ro$-WRraAP(i, T, H, K):

12

13

14

15

16

17

18

CORR(i):

19

20

21

Punc(i, T):

23

If T"e St ; or corr
Return
Cy <+ Wrap(sk;, T, H, K)
If Cy then return
Co s {0, 1}IKD
Ssri = {TY; S < {T)

Return Cj

If Sgp; Z Spa
Return
corr true

Return sk;

sk; < Punc(sk;, T)
I'}

Spr ;i < {

OPT 1
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Forward-secure Resumption from PKW
ETH:zurich
(simplified)

NewSessionTicket: ticket | T « ---
C + Wrap(sk, T, e, PSK)
ticket < (T, C)

ClientHello PLSK <; Unw;a[)r(sk, T,e, C)
+ClientPreSharedKey: ticket sk « Punc(sk, T)
tkORTT < L > tkORTT
ServerHello

» generic, natural instantiation

v recast [AGJ]: take T to be a counter ctr  (— identified gaps)

v meta-data privacy? sample T at random  (req. larger space)

> more coarse-grained forward security? reuse T across tickets  (req. MRAE)
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Concluding Thoughts

ETH:zrich

» Puncturable Key Wrapping as a conceptual abstraction
for fine-grained forward security in symmetric key hierarchies

» Constructions:

» generic PPRF+AEAD (w/ or w/o MR), others?

> unified PPRF notions along the way

> tag-based syntax allows for
» ctr — possibly efficient puncturing
» $ — enhanced privacy
> middle ground(s)?

» Applications:
» forward-secure resumption, rephrasing [AGJ]

> cloud storage w/ fine-grained forward security
> ..

Thank You!
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